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Introduction

The Directive 2006/24/EC on the retention of electronic communications traffic data involves a major change to the basic principles of personal data protection. Providers of electronic communication services must retain all data that reveal the origin, destination, date, time and length of an electronic communication, the type of communication carried out and the equipment used and its location.


The objective is to ensure that such data are made available for investigating, detecting and prosecuting serious crimes. The broad faculties of control given to member States have been widely criticised by all institutions that monitor personal data protection, given that such faculties contravene the underlying principles that have been in place until now. Moreover, the Directive includes a number of ambiguities that make it even more open to criticism: it does not specify for which offences the data will be used, the established security measures are inadequate, the procedure for gaining access to the data has not been defined and, finally, no mention is made to who will bear the costs of the measures to be adopted. 

We are facing an instrument that sacrifices the privacy of citizens for the sake of security, without any prior evidence to warrant their being the target of suspicion. 


In Occidental society, the worry concerning the safety and the necessity to equip States with the greatest tools for fighting terrorism has increase. Among these instruments, it is considered essential the capacity to use traffic data retention in electronic communications. This was manifested by the European Council, in its declaration on combating Terrorism of March 25 of 2004, and the same idea was reiterated in the Conclusions of the Presidency in June of 2005. Finally, the European Council of 13 July 2005, at its special session after the attacks in London, stated as a priority the adoption of rules on retention data.
In this context, on the 21 September of 2005, the European Commission presented a proposal for a directive of traffic data retention,(the proposal forward). 

This proposal, which received severe critics during its processing, was finally adopted on 15 of March of 2006. Is the “Directive 2006/24/EC of the European Parliament and the Council on the retention of data generated or processed in connection with the provision of publicly available electronic communications services or of public communications networks and amending Directive 2002/58/CE.”

We are facing a legal instrument of harmonization of the laws of the Member States that, in order to investigate, detect and prosecute certain serious crimes, it imposes obligations of storage and processing of data to providers of public electronic communications services. Already in 2004, four Member States (France, Ireland, United Kingdom and Sweden) presented a draft of framework decision on the same subject (CNS / 2004/0813), an initiative that was rejected by the European Parliament. 

However, like the professor Rodotá says, one of the leading specialists on the subject, "we are not discussing a sectoral directive. We are facing a true redistribution of the social power, and a redefinition of the position of the people and citizenship. “This Directive is one of the clearest examples of the change of the logical foundation of personal data protection, which have the risk of becoming the normative future framework.

1. The process of adoption of the directive
1.1 Reasons for adoption 



The adoption of this Directive is due to different reasons. First of all, as it is already indicated, the purpose of combating terrorism and organized crime, taking into account that  the data retention is considered a crucial element for this.


Secondly, the necessity to adopt harmonised norms in EU level about the data retention. Directive 2002/58/EC provides in his article 5, 6 and 9 the general principle of the destruction of traffic data (or to make them anonym) when they are no longer needed for transmission, with the exception of the data needed to billing or to interconnect payments. The article 15.1 provides that Member States may make exceptions to the previous articles. 

Under that provision, it has been made some legislation by Member States, which regulate data retention, establishing a diverse typology both in terms of data retention and in the retention periods. It is considered that the disparity in legislation is an obstacle for the internal market of electronic communications and hence the necessity to adopt a directive on this issue.
1.2. Legal instrument used 

At the time of determining what was the most appropriate instrument to regulate the retention of data, different options were shuffled: not to take any measure, leaving it to the self-regulation; adopting a measure in the third pillar; or one in the first pillar. This last option was considered the most appropriate one. Among the reasons that justify the adoption, we can find the fact that conservation of traffic data has already been addressed in previous legislative instruments on the legal basis of the first pillar, in particular by the Directive 2002/58/EC. It is further believed that the formula of the Directive, compared with the Regulation, provides the level of harmonization needed in EU level and also leaves the Member States some leeway in respect to its implementation.
1.3. Legal goods which are in stake
The adoption of a measure on data retention has take with it the valuation of different conflicting interests. Against the interest of the authorities in the retention to fight in a more effective way against terrorism and other forms of organized crime, we find the fundamental right of citizens to the protection of their data. In addition, there are the interests of providers of electronic communications services not to attribute them more economic burden arising from new obligations established by the Directive.

Against the interests of the states to could retain data for a period of time as broader better, and to retain the more possible data, the interests of citizens are basically in relation with the retention periods, making them as brief as possible; with the less data to be retained and not to affect them to the content of communications. 
The interests of providers of communications services are played mainly in two aspects: that the retention periods will be as brief as possible and the reimbursement of the costs in which they could incur.
The evaluation document of the impact of the Directive’s Proposal considers that the limitation of fundamental rights is proportional and necessary to achieve the goals of preventing and combating terrorism and organized crime, taking into account that it limits both the purpose of retention, and the type of data to retain and the retention periods. In addition, the Directive does not apply to the content of the communications. On the other hand, the processing of the retained data is subject to the guarantees established in Directives 95/46/EC and 2002/58/EC and therefore under the supervision of the authorities of data protection. 
1.4. Controversial approval of the Directive: unfavourable opinions of the different involved instances. 


The adoption of this directive has not been exempt of controversy and it received hard critics from the Working Party of the Article 29, from the European Data Protection Supervisor, from the Parliament and from the Economic and Social Committee, being the main objection to the proposal to consider not sufficiently protected the mentioned fundamental rights. 

On September 26, 2005, the European data protection supervisor (EDPS) adopted an opinion in which he said that he was not convinced of the necessity of data retention. The EDPS considers that the measure does not provide an adequate and proportionate response to the necessities of the society. It also considers that the Proposal does not adopt the necessary safeguards to protect enough the fundamental rights at stake.


The conclusions that it reached are that it should be insisted on concrete measures regarding access and use of the subsequent data, on ensuring the exercise of rights of the subjects of the data and adding incentives for providers to invest in a proper infrastructure. Many of its recommendations have not been taken into account, for example, the access to data has not been sufficiently regulated and its implementation has ceased completely to each State. Neither has made any mention to the costs, and destruction of data have not been concretise at all. 


On 21th of October of 2005 the Working Party of the Article 29 in its Opinion on the Directive’s Proposal (WP 113) stated that it "confronts us with a historic decision"
. The conclusions reached by the Working Party in the WP 113 are that the justification for compulsory and general retention of the data should be clearly demonstrated and supported with evidences. This is also applied to the maximum periods of retention.

Finally, the Group proposes to establish twenty specific guaranties, playing particular attention to requirements for the recipients of data and the subsequent treatment of them; to the importance of approvals and controls; to the applicable measures to service providers; to the determination of the different categories of data involved and its update, and to the necessity to exclude the content of the data.

The European Parliament was also critical with the proposal and approved amendments dealing with the protection of the rights of the subjects of data. For example, the Amendment 82, which introduces a new Article 7 Bis, which will become in art. 7 of the final text. It introduces more emphasis on the necessity to adopt security measures. Either the Amendment 88, which introduces a new Article 11b that will become the art. 13 of the final text, referred to judicial resources, liability and sanctions.

However, the European Parliament also adopted some more controversial amendments, such as Amendment 85, that suppresses the article 10 of the Proposition, which is referred to the costs; or the Amendment 87, which proposes the introduction of a new Article 11a, which becomes in Article 12 of the final text, relative to future measures that we will take into account later.


On 19 January 2006, the Economic and Social Committee (EESC) adopted an opinion on the proposal. In his own words, "expresses their surprise and concern” for it because there is not an appropriate treatment to the right to privacy. It also remarks the risk posed to undermine users' confidence on electronic communications (to stop the development of the information society) and it disagree with the solution of the proposal relative to  who should bear the additional costs incurred by operators . The conclusion of the EESC is that is necessary the Proposal to be reviewed substantially, to the extent that it does not fully respect the fundamental rights nor access, use and exchange rules of the data (See Section 2.4.15) 

On March 25, 2006, after the adoption of the Directive, the Article 29 Working Group issued the Opinion 3 / 2006 on the application (WP 119). This group declares again about the provisions containing in the Directive and reiterates its view in October 2005.  They consider that this Directive should be accompanied by measures that would reduce the heavy impact on privacy.

Specifically, the Article 29 Working Group, to the extent that it considers that the Directive lacks some specific safeguards, proposed a harmonized application of its provisions and recommends the adoption of certain measures. These include the need to identify clearly what is meant by "serious crimes", the ban of datamining, the prohibition of processing the retained data by the service providers or a narrower definition of the necessary security measures.
2. Content of the Directive 2006/24/CE

2.1. Target


Directive 2006/24/EC aims to harmonize the provisions of the Member States concerning the obligations of providers of electronic communications services of public access or a public communications network in connection with the retention of certain data generated or processed by them, to ensure that the data are available for research, detection and prosecution of serious crimes, as defined in national legislation of each Member State. (Art. 1.1.).

Art. 1.2 Establish that this Directive will be applied to traffic and location data of natural and legal person and to the related data necessary to identify the subscriber or registered user.  It won’t be applied to the content of electronic communications, including the information consulted using an electronic communication network.

This obligation of data retention is an exception to the articles 5, 6 and 9 of the Directive 2002/58/EC.

The first objection is to the purpose of Directive 2006/24 is that the measures taken extremely infringe citizens' fundamental rights and that there are other less invasive measures or methods. One of these is the denominated quick freeze. In this case it doesn’t occurs an overall data storage but in justified cases the police could ask the providers to store certain data and after they can obtain a court order allowing access to them.

Art. 1.1. of the Proposal of the Directive when it talk about  "serious crimes" specified "like terrorism and organized crime,"
 however, in the text finally adopted this realization has been deleted. The Article 29 Working Group considered that "the data should be retained only for the specific purpose of combating terrorism and organized crime, rather than considering any others indeterminate "grave breaches". According to the group, the limitation of the purpose should also have to appear in the title of the proposed Directive. In view of the text finally adopted the Article 29 Working Group proposes a transposition of the same so that the term "grave breaches" were clearly defined and extensive interpretations were not possible.
2.2 Affected subjects


The subjects who are required to retain the data are the service providers of electronic communications, publicly available or of a public communications network.

The Data retained are in respect of natural and legal persons (art. 1.2 Directive). This is confirmed by Art. 2.2.b) when referring to 'user' as any natural or legal person who uses an electronic communications public service.


When the term “user" is defined for the purposes of the Directive, the art. 2.2. b) makes another precision. 'User' means a natural or legal person who uses a publicly available electronic communications service with private or commercial purposes, without necessarily having subscribed to this service.


This reference to private or commertial purposes, implies the exclusion of the concept of user for the application of the Directive of the public administration?

In the article 1.2. this exclusion does not seem to be seen, but the question arises under the article  2.2.b). However, this exclusion would not make much sense. As we shall see later, among the traffic data which are retained are those necessary to "identify the destination of a communication" [art. 5.1.b)]. In the case of excluding from the obligation to retain traffic data those relating to the administration, that would affect not only the data generated by the administration itself in his communications between their agencies or with other administrations, but also those cases where the Administration contact to third parties (such a receptor or maker of a communication).

The subjects who can be recipients of the data are only the "competent national authorities" (articles 4 and 8).  Similar words were used in arts. 3.2 and 8 of the proposal. The term only seeks to make clear, following the comments by the EDPS, that others than the concerned authorities are unable to access to the data in question (EDPS Opinion, point 52). Anyway, we think that would have been required to precise it more. The Article 29 Working Group considered, in respect to the proposal, that it should be established that "the data will be only available for certain specifically designated authorities when it was necessary for the purposes of the investigation, detection, prosecution and/or prevention of terrorism. It should be published a list of these authorities "(WP 113, p. 9). The Article 29 Working Group, in its opinion following the adoption of the Directive, it reiterate once again the idea of the need to make a public list of designated authorities who may have access to the data (WP 119, pp. 3).
2.3 What is subject to preservation?


The data subject to conservation are the traffic and location data of natural and legal persons and the related data necessary to identify the subscriber or registered user. However, the Directive does not apply to the content of the electronic communications (art. 1.2).

Article 5 provides in a more detailed way the categories of data which will subject of preservation. The data needed to: 
1) trace and identify the origin of a communication.

2) Identify the destination of a communication.
3) Identify the date, time and duration of a communication.
4) Identify the type of communication.
5) Identify the type of communication equipment of users or what is considered to be the communication equipment.
6) Identify the location of the mobile communication equipment.

Art. 4 of the Proposal contained a similar ratio of data but it provided a variant in the form.  The article 4 only made a general relationship of the data and then it was referred to an annex that explains each data within the categories previously established. This annex would be reviewed regularly, if necessary, in accordance with the procedure established in the article 6 of the proposal- the Commission, assisted by a committee, would review that annex.

The Article 29 Working Group did not consider appropriate the technique of sending to one annex the concrete relation of retained data. On the contrary, it considered that the directive should directly specify the list of personal data to keep. And that to be possible to calculate the impact on fundamental rights and freedoms of the citizens concerned, taking into account risks to their personal sphere and for the guaranty of the precision and the updating of the stored data.

It also considered that any proposal for changes in the list of the types of data to preserve should be subject to a test of strict necessity. Therefore, the review of this list should only be done with the approval of the Parliament and with the participation of the authorities responsible for data protection. Consequently, it was considered inappropriate to perform a review of that list only following the comitology procedure, as was predicted in the draft of the directive (WP 113, pp. 10-11). The same opinion was expressed by the EDPS, point 60.

The European Parliament also spoke in a similar sense, noting that it was not correct to establish in an annex the data to retain,  because it was an issue in where the Parliament itself must necessarily have to decide, and could not leave it to the Comisión. 

Finally the final text has followed the issued opinions and in the article 5 a detailed relation of the preserved data is given.
2.4. Circumstances surrounding the data retention

2.4.1. Conservation and storage


Once the data has been retained, the first element to consider is how to produce the conservation and storage of them. The article 3.1 of the proposal established that the data "have to be retained in accordance with the provisions of this Directive." However, in the remaining articles were not made further references to the guarantees of the owners of the data.


This lack of specificity was criticized by data protection authorities. The Article 29 Working Group considered that 'Community measures should provide minimum standards for organizational and technical security measures to be adopted by providers, specifying the general requirements for the security measures laid down in the  Directive CE/2002/58 (WP 113 , p. 10.).

However, the Directive, apart from a general declaration contained in the article 3.1 saying that the data shall be kept in accordance with the provisions of the Directive, it does introduce a provision that, although in a very general way, refers to the protection and data security. It is the article 7 which deals with the guarantees of the owners of data (quality, safety, access and destruction). But the Group of Article 29 indicates the need to specify in the national legislations, the security measures, establishing minimum standards, specifying the general requirements provided in the Directive (WP 119, pp. 3). 

But the interest of the Directive seems to focus on another aspect. In its articles, apart from making a reference to security measures, it worries about protecting and ensuring another interest:  that of the authorities handling the data. Consequently, the article 8 states that data should be stored in such a way that could be transmitted without delay when the competent authorities so request. 

In similar terms is pronounced the article 8 of the Proposition and, in addition, in that proposal there was no mention of safeguards for the owners of the data. We think that is worrying the fact that the main purpose of the proper maintenance is to facilitate the access to those data for the authorities and not the guarantee of the rights of those affected. Although this aspect has been corrected a bit in the final text, is indicative of the philosophy that beats under the Directive.
2.4.2. Data access

Article 3.2 of the Proposition stated, in similar terms to article 4 of the Directive, the necessity to take measures to ensure that the data retained according to the Directive are only provided to the competent national authorities, and in specific cases in accordance with the national legislation, with the purpose of prevention, investigation, detection and prosecution of serious crimes such as terrorism and organized crime. 


As has been noted above when we discuss about the recipients of the data, one of the critics to such wording was the excessive generality of the term "competent national authorities", indicating both the EDPS (European data retention supervisor) and the Working Party of the Article 29 the need of national legislation to identify clearly which are the national authorities concerned. 


The EDPS considered necessary to adopt some provisions regarding the access to data: to regulate in a more detailed way the exchange of data between authorities of different states, to regulate explicitly the access and further use of the data, and to specify which data can only be provided when it was necessary in connection with a specific criminal offense, and not for random searches and to provide that the access in specific cases should be under judicial control in Member States. The EESC opinion goes in the same direction and believes that access to data should be performed only in specific cases and under judicial supervision. 


Deepening more on access to data, the Working Party of the Article 29 considers that "the access to data should, in principle, be authorized in each case by a judicial authority, without prejudice to the countries possessing the specific possibility of authorized access by law, under independent supervision. In this case, the authorization must specify the particular data required for specific cases (WP 113, pp. 10 and WP 119, pp. 3). The Working Party of article 29 also considered the necessity to record all access to data (WP 113, p. 10.).


Despite these observations, the Directive only inserts a new paragraph (the art. 4.2) which leaves to Member States the definition of the procedure and the conditions to could access the data. "Each Member State shall define in his national law the procedure to be followed and the requirements to could access to data retained in accordance with the requirements of necessity and proportionality, in accordance with relevant provisions of the Union law or public international law, and in particular the ECHR as interpreted by the European Court of Human Rights. " 
2.4.3. Term Conservation

To determinate the period in which the data have to be retained, we have, in one hand, the interest of the authorities to ensure a sufficiently long period; and in the other hand, the owners of the data and the companies, who prefer that the deadlines to be as short as possible. The article 6 of the Directive provides that the categories of data specified in Art. 5 are retained for a period of time not less than six months and no more than two years from the date of communication, without distinguishing at the establishment of these deadlines, the type of data in question. 

In contrast, the article 7 of the proposal establishes a general term of conservation of one year and one shorter of 6 months for data related to electronic communications that take place wholly or mainly through the Internet protocol. The text of the Directive, while it does not takes into account the circumstances of the type of data to establish any retention period, this circumstance it is valued in the moment of regulating the transposition of the Directive. The article 15 provides the possibility for Member States to postpone for a year and half the implementation of the Directive for the conservation of data communications over Internet. 

The proposed Directive made no reference to the obligation to delete data at the end of the retention period nor the procedure to follow to carry out it.The Directive contains a generic reference in the art. 7d), that 'the data, except those that have been accessed and preserved, shall be destroyed at the end of the retention period. " 

2.5. Application of the Directive 
This Directive, which entered into force in the 3th of May of 2006 (see Art. 16) must be transposed by Member States no later than the 15th of  September 2007. As already indicated, each Member State had an opportunity to decide, at the time of adoption of the Directive, to postpone until the 15 of March of 2009 the application of the same in regard to the preservation of communications data via the Internet (Internet access, Internet telephony and e-mail). However, this moratorium does not apply to the case of Spain, as it has not made any statement about it.


One of the news of the Directive in respect of the Proposal, is the necessity for Member States to nominate a public authority responsible for monitoring the implementation of the Directive in relation to data security (art. 9) . These authorities, who act with complete independence, may be the data protection agencies which already exist. It is logical that this provision has been introduced in the final version in parallel with the introduction of the references to security measures. 


2.5.1. Statistics and Evaluation 


The article 10 provides that the States shall ensure that there will be provided annually to the Commission statistics on the retention of data generated or processed in connection with the provision of publicly available electronic communications or public communications network. These statistics shall include the cases where information has been provided to the competent authorities, the time between the date on which the data were retained and the date on which the competent authority requested the transmission, and the cases in which the requests could not be satisfied. Such statistics will not contain personal data. In similar terms are pronounced the article 9 of the proposal. 


These statistics are intended to allow an evaluation of the implementation of the Directive. The article 14 provides that in three years after the transposition of the Directive will be presented to the Parliament and to the Council an evaluation of its implementation and its impact on economic operators and consumers. One element to be considered for this evaluation will be the statistics referred to in Article 10. The main purpose of evaluation is to determine whether it is necessary to amend the provisions of the Directive concerned, especially the relationship of data to store and the retention periods.

The article 12 of the proposition had a very similar content, except that what was going to be evaluated was the period of conservation. (As for the types of data, as already indicated, its review had a specific system because it was left to a Commission-arts. 5 and 6 of the proposal). 
2.5.2. Responsibilities and sanctions

Unlike the proposal, it is made an explicit reference to the need for Member States to take measures to prevent not due access to retained data and transfers not permitted by national legislation, establishing the appropriate administrative sanctions or penalties for contravention the rules laid down.(Article 13). 
2.5.3. Costs

One of the key issues in the drafting of the Directive has been the fact of who should have to pay the costs involved in its application. The Article 10 of the Proposal  expressly gave an answer to this and stated that "Member States shall ensure that providers of electronic communication services of public access or a public communications network are reimbursed for costs which are demonstrated to have been incurred in order to comply with the obligations imposed by this directive.” 

The EDPS underlined the relationship between who should bear the costs and the adoption of security measures, and it considered appropriate and positive the reimbursement of costs under the proposed Directive .


For its part, the Working Party of the Article 29 considered in the 113 WP that the additional costs borne by suppliers of electronic communications should be paid by the Member States. According to that group, it should be given an adequate solution, so that there will not appear adverse effects on the level of protection of data nor in the economic sphere of citizens, which could bear part of the cost of the suppliers. According to the Working Party, the measures about data retention should include the reimbursement of the investment made in order to adapt their systems of communications, the costs of disclosing the data to the authorities and the costs of security measures.

By contrast, the Economic and Social Committee, in its opinion of 19 of January of 2006, disagreed totally with the statement of the draft of the directive of reimbursing providers and thought that these costs should be viewed as "a burden that operators should assume for the simple fact of being in the market, without public funds, and therefore all citizens, have to support it '.
 
In the final text has been omitted any reference to the question of costs. Parliament's amendment 85 proposed to remove the article 10 of the Proposition, which was pronounced in the sense already seen. Because of the silence of the directive on costs, it will be the most controversial point at the moment of transposition. States may act in one way or another (to determine what to be reimbursed to service providers or what will not be reimbursed). As we have seen, it is very close to security measures.  If actually are operators who have to deal with these costs, the safety measures that they could take, probably won’t be as appropriate and necessary as they should be. In any case, it seems that finally the user will be the one to pay it. 


But also, no pronouncements about costs can produce other negative effects. It was claimed to justify the adoption of the directive that "the differences in legislative, regulatory and technical dispositions in Member States about conservation of traffic data will present obstacles for internal market of electronic communications, as the service providers will have different requirements in relation of data that they need to conserve”.
 However, the goal of unification may be diluted to the extent that States are allowed to adopt the solution most appropriate for them in relation with the reimbursement.


2.5.4. Future measures 

What demonstrates more clearly the threat that represents the Directive is the article 12, which leads by heading 'future measures”. This provision does not have any precedent in the draft of the directive. Its introduction is due to Parliament's amendment 87 which propose the addition of a new article, 11 bis, which will become the article 12 in the final text. 

This rule provides that "A Member State facing particular circumstances that warrant an extension for a limited period of the maximum retention period referred to in Article 6 may take the necessary measures. That Member State shall immediately notify the Commission and inform the other Member States of the measures taken under this Article and shall state the grounds for introducing them "(Art. 12.1). 

Article 12.2 provides that “The Commission shall, within a period of six months after the notification referred to in paragraph 1, approve or reject the national measures concerned, after having examined whether they are a means of arbitrary discrimination or a disguised restriction of trade between Member States and whether they constitute an obstacle to the functioning of the internal market. In the absence of a decision by the Commission within that period the national measures shall be deemed to have been approved.”


So the states have a lot of prerogatives and seems that the criticizes that were made to the proposed Directive instead of relaxing the measures initially adopted they have expanded the powers of retention. This rule allows going even further in the powers originally given by the directive. 

The interpretation of the article 12 raised a key doubt, which is the time in which the measures approved are applied. After being approved by the State member or when the Commission approves it -expressly or by positive silence?

It may appear that they are not directly applicable and that the article 12.2 requires the Commission to "adopt or reject the national measures" after examination.


It should be clearer that the measures may not be applied until the Commission does not approve it or after six months without such a ruling.


There are points of criticism about the Article 12: the term "Special circumstances" is too generic and can lead to arbitrariness; and the fact that measures could be adopt by silence seems to be worrying. 

Another objection that could be made to this provision is that through the mechanism provided by the same will be an amending of the Directive without the intervention of the Parliament. If one of the criticisms to the proposal was that it lefts the determination of data to  retain to the system of 'comitology', in the article 12 the same mistake is made. It is true that attempts to correct it in some way through the article 12.3 which states that when national measures taken by a Member State depart from the provisions of the Directive, the Commission may consider proposing changes in the Directive. However, while such modification does not happen, measures will be already implemented. 


In addition, this rule clashes with some observations and recommendations that had been established in relation to the proposed Directive. Thus, the opinion of the Working Party of the Article 29 stated that "should be clear that Member States won’t have to set data retention periods longer than those foreseen in the Directive, but they will be free  to establish shorter retention periods " (WP 113, p. 8). Through the article 12 it is being allowed what the Working Party of the Article 29 was trying to avoid. 


It's a bit strange that the Working Party of the Article 29, in the WP 119 adopted after the adoption of the directive, makes no reference or alert on the provision in question. 

3. Jurisprudence


On a proposal from the Commission, the Council opted for the adoption of a directive based on the EC Treaty. On 21 February 2006, the data retention directive was adopted by the Council by qualified majority. Ireland and Slovakia voted against the adoption of that directive. 


Subsequently, Ireland, supported by Slovakia, asked the Court of Justice to annul the directive on the ground that it had not been adopted on an appropriate legal basis. Ireland takes the view that the directive cannot be based on Article 95 EC since its ‘centre of gravity’ does not concern the functioning of the internal market but rather the investigation, detection and prosecution of crime, and that measures of this kind ought therefore to have been adopted on the basis of the articles of the EU Treaty relating to police and judicial cooperation in criminal matters. 


The Court notes at the outset that the action brought by Ireland relates solely to the choice of legal basis and not to any possible infringement by the directive of fundamental rights resulting from interference with the exercise of the right to privacy. 


The Court observes that, prior to adoption of the directive, several Member States had introduced measures designed to impose obligations on service providers in regard to data retention and that those measures differed substantially, particularly in respect of the nature of the data retained and the respective retention periods. Those obligations have significant economic implications for service providers in so far as they may involve substantial investment and operating costs. Furthermore, it was entirely foreseeable that Member States which did not yet have such rules would introduce rules in that area which were likely to accentuate even further the differences between the various existing national measures. Thus, it was apparent that these differences would have a direct impact on the functioning of the internal market and that it was foreseeable that that impact would become more serious with the passage of time. Such a situation justified the Community legislature in pursuing the objective of safeguarding the proper functioning of the internal market thought the adoption of harmonised rules. 


The Court also notes that the data retention directive amended the provisions of the directive on the protection of privacy in the electronic communications sector, which is itself based on Article 95 EC. In those circumstances, in so far as it amends an existing directive which is part of the acquis communautaire, the directive could not be based on a provision of the EU Treaty without infringing Article 47 EU. 


Finally, the Court finds that the provisions of the directive are essentially limited to the activities of service providers and do not govern access to data or the use thereof by the police or judicial authorities of the Member States. The measures provided for by the directive do not, in themselves, involve intervention by the police or law-enforcement authorities of the Member States. Those issues, which fall in principle within the domain covered by police and judicial cooperation in criminal matters, have been excluded from the provisions of the directive. The Court therefore concludes that the directive relates predominately to the functioning of the internal market. Accordingly, it was necessary to adopt the directive on the basis of Article 95 EC. 
4. The right of privacy VS. security: Compilance of the Directive with the ECHR

When we talk about the right of privacy in the communications using new technologies for it, we can compare it with the ordinary mailing. But there is one big difference between both types of communications:


In the ordinary mail, the person or institution in charge to the transportation of the letter or whatever it is, do not have access to the content of the communication: That is to say, that the postman can’t read your correspondence in the way to your home. But with e-mails or telephonic communication, the content is not a secret for the transporter, which in case or e-mails is the ISP (Internet Service Provider). 


We must remain that are the Internet Service Providers (ISP) the ones who possibilities the use of electronic mails, and the same happens with the phone services providers and telephone communications. 


The ISP has some obligations established by law, but the most important one is the obligation to retain the data about the traffic and its content. But when we talk about conservation of data, we have to distinguish two possible situations:

· The storage and preservation of the contents of communications: Traffic data are not related to the contents but only to the duration, date, origin and destination of those communications. The privacy of the information is not there in danger.

· The storage of data related traffic communications or emails.

In both situations, the principle of confidentiality of the telecommunications may be affected. Today this principle is guaranteed by various international instruments and national legislation. Many of the Constitutions of the world give constitutional protection to privacy of communications, and various laws of personal data protection also provide such protection. The thing is that, with this Directive, those fundamental rights are putted in risk. If a phone call or an e-mail can be held by the authorities, there is no private anymore.  

So, in theory, the duty of confidentiality of the transporter (ISP) should be one of its main obligations. It may not disclose to third parties the contents of the sent emails, and it must also take the technical security measures to ensure that such confidentiality cannot be raped by others. 


Now, the problem with the right of privacy is that, even if we assume that the fact that public authorities could have access to the retained data doesn’t affect to the right, nobody can ensure to 100 % that a third person wouldn’t be able to access to the data. Everybody knows that nowadays there are people known as hackers that are able to access to every kind of information stored in computers. 


But let’s analyze if the Directive comply with the Right of privacy, using to do it the most important international instrument regarding the protection of human rights: The European Convention of Human Rights.

The article 8 of the ECHR protects the right to private live. The article sais:

“1. - Everyone has the right to respect for his private and family life, his home and his correspondence. 
2. - There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.”

The jurisprudence of the European Court of Human Rights tell us that the storing and processing of personal data for purposes of fighting crime interfere with the right to privacy established in the article 8 of the ECHR. However, this is permissible if it satisfies three points: 
1) 
If the processing of data is done by a public authority or for a public purpose, it must be authorized by a public law, which could warm citizens of possible incursions into their private live. 

The Directive was created to fulfill with this condition of data privacy: any breach, including the retention and use of traffic data for criminal investigations, must be authorized by law. So, there is no interference with the right of privacy in this point.
2)
The purpose of the interference has to be legitimate. The purpose has to be related to one of the points established in the article 8. It has to be “in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.”  

This enormous data retention program could only be justified by the necesity to catch the people guilty of making serious crimes and the perpetrators of crimes that were certain, not speculative, and that is what the Directive establishes. So, like under Article 8 of the ECHR, the use of data to fight any type of crime is considered legitimate, the Directive does not contradict the article 8 anywhere. 
3) The principle of proportionality: The interference with the right of privacy have to be proportional. We have to look if there is an alternative, less painful to the right of privacy. If the right is fundamental, and there are alternatives, means that the principle of proportionality is breached. 

There is where we find the problem. Can we say that the Directive is proportional to its target? We may say no. There are other alternatives less painful for the privacy of the citizen, and the porpoise to fight crimes is not, in our opinion, sufficiently important to breach such fundamental and important right like is the right of privacy.


So, we think that the Directive breaks the right to privacy established in the article 8 ECHR, but also the principle of confidentiality.

Conclusions 

The traffic data retention interferes with the fundamental and inviolable right to confidentiality of the communications and to data protection. 


By Directive 2006/24 are breaking principles about the data protection that were seated in the EU. Ultimately, the measures adopted in this Directive completely overcome the benefits that can be obtained with the same as establishing a philosophy of suspicion and surveillance of all citizens without slightest evidence. In addition, as directly or indirectly, there will be the users the ones who will bear the costs of the measures taken.

In any case, following the guidelines of the Working Party of the Article 29 (WP 119), it is desirable that the transposition of the Directive by the States will comply fully the rights of citizens recognized in their own constitutions and in their domestic jurisprudence that would become his last warranty.
Bibliografy
-  Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006

-  Case C-301/06 of Court of Justice of the European Communities.
-  Council of the European Union 11116/05  (Presse 187)
- Directive 2002/58/EC of the European Parliament and of the Council, concerning the processing of personal data and the protection of privacy in the electronic communications sector. 

- Special mention: arts. 5, 6, 7, 9, 11, 15, 29, 

- Working paper on the evaluation of the impact of the proposed Directive [Brussels, 21.9.2005. SEC (2005) 1131]. 

- Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data.

- Opinion of the European Data Protection Supervisor on the proposal for a Directive of the European Parliament and of the Council on the retention of data processed in connection with the provision of public electronic communication services and amending Directive 2002/58/EC (COM(2005) 438 final). 

- Consultation paper on a code of practice for voluntary retention of communications data by Home office.  

- The essay : “Privacy and Law Enforcement in the European Union: The Data Retention Directive”. By Francesca Bignami. 
-  Working group on data retention in: Position on the processing of traffic data for “security purposes”. 
- Council of European Union 15101/05
- Telecommunications Data Retention and Human Rights: The Compatibility of Blanket Traffic Data Retention with the ECHR. European Law Journal, Vol. 11, No. 3 

- Statewatch analysis about the Mandatory retention of telecommunications traffic to be "nodded" through in UK. 
- CCBE Recomendation on the Directive on the Data.
- Revista de Derecho Informático nº 175 by Horacio Fernández Delpech ISN 1681-5726 (alfa-redi)
� RODOTA, Stefano (2006). "The preservation of traffic data in electronic communications." �


� Opinion 4/2005 adopted on October 21, 2005 (1868/05/ES. WP 113) on the draft of the  directive on data retention processed in connection with the provision of public electronic communication services and amending Directive pdf


� The article 11 of the Proposal made the same remark.


� See Explanatory Memorandum to the Proposal, pp. 2, whereas 6 of the Directive.







