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Introduction

“In the digital world consumers are subject tof@ore intrusive data gathering by businesses
and government than in the past. Moreover, as ff@®onal information is collected, large
organizations have become increasingly secretieesdpal information is also more often
used for data-mining, behavioral targeting for nedirkg purposes, compiling personal nhame
records and credit scoring. There is a risk thase¢hdevelopments undermine basic human
rights of individuals to autonomy and control og¢ithpersonal information.”

This essay looks into the threats posed by the spigad Information and Communication
Technologies (ICTs) usage to their users’ privadye analysis involves the question whether
the legislation currently in force affords suffioteprotection to users’ privacy. Furthermore,
the issue of applying fundamental rights horizdytéd addressed, i.e. whether, given the
necessity to ensure ICTs users’ appropriate protgcthe fundamental right to privacy may
be invoked against private parties.

The right to privacy, just like any other fundanmenight, was traditionally guaranteed as a
protection against the abuses of power by publibaities. However, private entities often
have the possibility to exert considerable inflleemn people’s lives, including the spheres
protected by basic rights. This is certainly theecaf ICTs, where private parties play a major
role in their development and control. Hence, bk of privacy infringements may result not
only from public authorities’ actions, but also siecof private parties. For that reason, there is
a recent tendency to oblige private parties to end by certain provisions regarding the
fundamental rights protection. For instance, in tostext of privacy protection, private
parties already have the duty to protect userssqreal data on the same level as public
authorities are obliged to do so.

This paper will first give a brief characterizatiohthe right to privacy and a few examples of
court opinions regarding privacy protection. Thdrg threats to users’ privacy in the digital
world, not just those regarding personal data msiog, will be presented. Further, the
current legal framework of personal data and comsysnotection will be analyzed to see if
these regulations can be relied upon in casesdeggainternet to users’ privacy. Finally, the
essay will focus on the possibility to invoke thedamental right to privacy against private
entities and on the theory of positive obligatiafithe state to assure appropriate protection
of fundamental rights.

! Trans Atlantic Consumer Dialoguharter of Consumer Rights in the Digital Worldloc No. INFOSOC 37-
08. March 2008. P 4.
http://tacd.org/index.php?option=com_docman&task=daew&gid=83&Itemid=40[retrieved: Apr 25, 2010].




General Remarks on Right to Privacy

The right to privacy is certainly one of the masfportant within the EU legal framework. It
is guaranteed by Art. 8 of the European ConventioHuman Rights as well as by Art. 7 of
the Charter of Fundamental Rights of the EuropeaiotJ (CFR), not the mention national
constitutions.

Both documents contain a very general statemenmteieryone has the right to respect for
their private and family life, home and communioati. A detailed definition is lacking -
“[p]rivacy is not a static object that can be definit is always context related, making it
impossible to define it without referring to a cde net of social, cultural, religious, and
historical parameters from which it delivers its anmg.” Thus, providing a precise
definition of privacy would be both impossible andperative — the very aim of such abstract
concept is to adapt to the changing social andipallicircumstances. Nevertheless, a brief
description of what could fall within the categafyprivacy protection shall be presented.

In its resolution on mass communication media amgndn rights, the Parliamentary
Assembly of the Council of Europe stated the follmyv “The right to privacy consists

essentially in the right to live one's own life lvia minimum of interference. It concerns
private, family and home life, physical and morategrity, honor and reputation, avoidance
of being placed in a false light, non-revelation iafelevant and embarrassing facts,
unauthorized publication of private photographsotgetion against misuse of private
communications, protection from disclosure of inmfation given or received by the

individual confidentially.®

The European Court of Human Rights found an infimgnt on privacy on various
occasions: violation of secrecy of correspondenge (nonitoring one’s correspondence),
even in case of detainees and prischénserception of telephone conversatiyres search of
a person’s home without a warrant and without irtigapbservers The Court noted that
such violations of privacy are not always absoiluferbidden, but the legislation regulating
limitations of privacy should be precise, foresdeamd proportionate, i.e. privacy restriction
must not exceed what is justified by the legitimaite pursue

The European Court of Human Rights also declaratlalperson’s right to protection of his
or her reputation is encompassed by the right $peet for private lif8 Another occasion

2 Schermer, Bart WillenmSoftware Agents, Surveillance, and the Right ted®y Leiden University Press.
2007. P 71.

® Parliamentary Assembly of the Council of EuroResolution No 428 (1970) containing a declaratiorneass
communication media and human righeart C. Art. 2. Text adopted by the Assembly 8rd&nuary 1970 (18th
Sitting).
http://assembly.coe.int//Main.asp?link=http://asbBntoe.int/Documents/Adopted Text/TA70/ERES428.htm
[retrieved: Apr 25, 2010].

* e.g. ECHR casegitan v. RomanigNo. 42084/02)Cavallo v. ltaly(No. 9786/03)Moiseyev v. Russi@No.
62936/00).

®e.g. ECHR casKruslin v. France(No. 11801/85).

®e.g. ECHR cas¥arga v. RomanigNo 73957/01).

" Renucci, Jean-Francoistroduction to the European Convention on Humagh®i : the rights guaranteed
and the protection mechanis@trasbourg. Council of Europe Publications 2(086.

8 e.g. ECHR casBfeifer v. AustrigNo. 12556/03)




which the Court deemed to be a privacy violationsvearefusal of access to one’s file
(concerning their identity and personal informa}ion

With the proliferation of ICT usage, the right tovacy is getting more attention. The reason
behind it is that Information Technology offers wagedented possibilities of surveillance of
Internet userd. That, in turn, may result in ubiquitous privaajringements.

The development of ICTs gave rise to a new concegarding the right to privacy, i.e.
informational privacyor informational self-determinatidh This notion implies that everyone
shall have the right to decide what informationwltbem is communicated, and in what way.
This idea is reflected in one of the resolutionstiteg Council of Europe’s Parliamentary
Assembly, which proposes to extend the definitibprovacy previously given — “the right to
live one’s life with a minimum of interferencé” “In view of the new communication
technologies which make it possible to store arelpessonal data, the right to control one’s
own data should be added to this definitidh.”

As it was already noted, privacy breaches on tkerhet may occur not only as acts of public
authorities, but also, and perhaps prevalentl\privfate entities. The paper shall now look at
the types of data concerning Internet users ceitebly private actors and how such data is
further processed.

% e.g. ECHR cas€askin v. United KingdorfNo. 10454/83).

1% Civil Society Background Paper. Fueling CreativiBnsuring Consumer and Privacy Protection, Building
Confidence and Benefiting from ConvergerRecommendations and Contributions to the OECD diknial
Meeting of 17-18 June 2008 from Civil Society Rap@nts in the Public Voice Coalition. Pp 21-22.
http://thepublicvoice.org/events/seoul08/cs-papiietrieved: Apr 25, 2010].

' Schermer, Bart WillenSoftware Agents, Surveillance, and the Right ted®y Leiden University Press.
2007. P 87.

12 parliamentary Assembly of the Council of EuroResolution No 428 (1970) See: footnote 3.

13 parliamentary Assembly of the Council of EuroResolution No 1165 (1998). Right to privadyrt. 5. Text
adopted by the Assembly on 26 June 1998'S24ing).
http://assembly.coe.int/Main.asp?link=/Documentapiegd Text/ta98/ERES1165.himetrieved: Apr 25, 2010].




How Privacy Is Threatened Online

“‘Remember that every transaction you make, evely ywu visit on the Internet, leaves
traces. These “electronic tracks” can be used,owitlyour knowledge, to build a profile of
what sort of person you are and your inter&st.”

Information society ,forces” people to spend monel anore time on-line everyday. People
use the Internet to communicate with others, tbwalsiness, to seek information, to buy goods
and services. People browse the web looking foorétion, send e-mails, use instant
messengers, download movies, shop, etc. At allstiimeernet users and their behavior online
might be observed by various service providerghis chapter, however, we shall focus on
web browsing and how user's privacy can be violagedlectronic services providers.

In the examples presented in this paper we coratentin services offered by Google, Inc.
and Facebook, Inc., because of their popularity @mndunt of information concerning them
available. The reader should, however, bear in niivad practices such as those described
below are commonplace and used by most electremuaces providers.

When looking at typical session of Internet usemwng web page it seems fairly simple from
the outside — a user inputs a web address, andthlegncan browse the desired page. If one
looks at what is happening from a more technicabmective, the picture is much more
complicated. The scheme presented below demorstrate many parties may be involved in
a simple act of web-browsing.

googlesyndication.com
google-analytics.com
WEB

doubleclick.net europeanvoice.com <":
facebook.com server
userfly.com

Operating Internet

System

Service
Provider

Simplified*® scheme of act of web-browsing

Let us look at the example of the “European Vowmebsite. A user's web-browser requests a
server to send a website. The server sends theitelsbsode, and the browser shows the
desired website. But since the website containsegief code from third parties, these parties
are also “informed” about a particular user's “pre” on the European Voice website. This

14 Committee of Ministers of the Council of Eurofecommendation No R (99) 5. Guidelines for thegptimin
of individuals with regard to the collection andopessing of personal data on information highwa#dopted

by the Committee of Ministers on 23 February 1968ta 660' meeting of the Ministers’ Deputies. Part II. Art.
2.

5 The main simplification is the box representinigdiparties, all of which in reality interact diticwith user’s
web browser, possibly involving other third parties



may be done by the way of installing the so-caflembkie” files on user’s browser. Cookies
usually “tag” browsers with unique identifying nuerb, which in turn allows them to
recognize returning users and collect informatiartteeir on-line behavior. Such information
collection might not be cookie-based, but his is thost common practice. In the case of
http://europeanvoice.coni/ viewers, the third parties involved include: Dtm@lick,
Facebook, Userfly and Google, at least two of whidserfly and Google) are placed in
website's source code only to watch users’ onibigleavior. Each of these entities can store
information on users (especially their browsingtdrg) and create user profiles. What is
more, if users are at the same time logged on yoGoogle service accoufit(e.g. Gmail,
Picassa), the profile built during their web brawgsimay by connected to their account.
(Examples of cookies placed on users’ computera lbgw popular websites are shown in
Appendix 1.)

The same algorithm works for Facebook, the onlyfed#ihce being that even
unknowledgeable users can in most cases easilk etieether Facebook is included on web
page (by a visible Facebook fratfiaith the “Like” button or “join the fan page” opth). If a
user is logged on to Facebddkvhile browsing websites containing Facebook frantiesn
Facebook might connect their web browsing histortheir Facebook profile even if the user
does not click on the Facebook frame on a webpesifed.

This type of user behavior-logging happens on gearery page. It might be performed in a
way that is impossible for users to notice on aegver when the analysis concerns only
users’ behavior inside one serRfeiVhat a well-informed user might notice is thatsinweb
servers use third-party tools which enable therraok their users. Such tools, on one hand,
make it easier for web developers to create andtordheir services and, on the other, allow
certain Internet companies (like Google, Faceb@mmius) to keep track of users’ activities.

Other possible means of privacy infringement maytuatly concern secrecy of
correspondence. Not all users are aware of Goagld ¢ther e-mail providers’) practice —
automated e-mail content analysis. According to gkmoonly computer software is involved
in “reading” e-mails (thus no human interferenc@esessary). The mail is analyzed in order
to find out what the users’ interests may be sa tha most suitable and appealing
advertisements are addressed to a particular msétrecside of the window. It is precisely for
that reason that ads visible in Google’s e-maviserare usually connected to contents of an
e-mail message which is read at a given moment.

Privacy threats in the digital world are countlets® examples named above are just a few
most frequent onés It should be therefore noted that Internet uaeeshardly ever explicitly

18 Source code of the website retrieved on May 10201

" Google will also be able to recognize people kbaged on to any of their Google accounts duras 2 years
and have not deleted their cookies since then.

18 please note, however, that on some occasions @esiitike” will not result in Facebook being infmed
about the user’'s presence on a given website. Bakewill only receive such information if displagrthe
webpage involves generating data from Faceboolesg(e.g. pictures of people that currently likepage).

19 Facebook similarly to Google is able to recogrifmsr user if such user has logged in on Facebawoing the
past 2 years and did not delete cookies since.

20 Such analysis and further results storage mightdme based on dynamic web pages generation, \ighiubt
visible for internet users.

2 To find out more about other possible privacy #tse see e.g.Cloud Computing. Benefits, risks and
recommendations for information sociey report of the European Network and Informatieecurity Agence.
November 2009; King, Nancy JWhen Mobile Phone Are RFID-Equipped — Finding BUJS. Solutions to



informed that their online activity is observed Quite a few different entities. Relevant
information can be sometimes found in a websitefsis and conditions or privacy policy,
but it is not always the case. Furthermore, even ifcookie notice” is introduced in a
website’s terms, it is hardly ever clear and cormpnsive. Perhaps users should be informed
about data that is collected on them and about prefiling for the purposes of behavioral
targeting. And so the question may be raised whetbsitive steps should be taken to ensure
that Internet users are given clear and compreblenaptice about threats to their privacy
(e.g. whenever data about them is collected). Agrofjuestion to be answered is naming the
party (parties) responsible for raising users’ amass, e.g. online services providers, Internet
service providers, web browser producers, etc.

Taking into account the possible privacy infringesedescribed above, new measures aimed
at raising users’ awareness of privacy risks agraele, especially bearing in mind what
certain Internet “decider” recently said. Eric 8utit (CEO of Google) stated: “If you have
something that you don't want anyone to know, maydae shouldn't be doing it in the first
place®. From the point of view of the fundamental rigbt privacy, such reasoning is
certainly flawed.

Protect Consumer Privacy and Facilitate Mobile Coenoe Michigan Telecommunications and Technology
Law Review. 2008. Vol. 15. P 107.
22[in:] Larkin, Eric: Will Cloud Computing Kill PrivacyPC World. March 2010. P 44.



Privacy Protection under Current Legal Framework

The right to privacy has been recognized from tegitning of our civilization. First of all
Christianity, Judaism and Islam took it into accoumtheir respective writings. In the Qur'an
some verses directly deal with privacy such as:

“Do not spy on one anothéf’or “Do not enter any houses except your own homes
unless you are sure of their occupants’ conéént”

With the development of the modern State all ovewrope the right to privacy was
increasingly considered to be a protection agaihgt State itself and its possible
infringements. We better understand this while iggadVilliam Pitt who, as a member of
parliament, wrote in 1763:

"The poorest man may in his cottage bid defiancaltthe force of the Crown. It may
be frail; its roof may shake; the wind may blowaigh it; the storms may enter; the
rain may enter — but the King of England cannoegerdll his forces dare not cross the
threshold of the ruined tenement".

More and more the right to privacy tended to begazed by national laws, especially in the
nineteenth century. For instance, the French coile (better known as the Napoleon code),
which came into force in 1804, provided:

“Everyone is entitled to the respect of his priviifes > .

The first international recognition of the rightppavacy came with the Universal Declaration
of Human Rights of 1948:

"No one shall be subjected to arbitrary interfeeemgth his privacy, family, home or
correspondence, nor to attacks upon his honor emgtation. Everyone has the right
to the protection of the law against such interfeeeor attacks*

A few years later the European Convention for thetdetion of Human Rights signed in
Rome in 1950 adopted a similar rule:

“1. Everyone has the right to respect for his gevand family life, his home and his
correspondence.

2. There shall be no interference by a public aitthevith the exercise of this right
except such as is in accordance with the law amgegssary in a democratic society
in the interests of national security, public safet the economic well-being of the
country, for the prevention of disorder or crimay, fhe protection of health or morals,
or for the protection of the rights and freedomsthiers.?’

% Qur'an (49:12)

#|bid. (26:42)

% French Code civil, Art. 9.

% Universal Declaration of Human Rights of 1948..A2.
27 European Convention of Human Rights of 1950. 8rt.



In 1966 the International Covenant on Civil and i@l Rights adopted by the General
Assembly of the United Nations provided:

“No one shall be subjected to arbitrary or unlawifuerference with his privacy,
family, home or correspondence, nor to unlawfid@s on his honour and reputation.
Everyone has the right to the protection of the lagainst such interference or
attacks.®

It is therefore clear that the right to privacyesognized worldwide. We shall now turn to the
problems of privacy online and analyze how it carplotected under the legislation currently
in force.

Personal Data Protection

At the end of the 1960's the right to privacy wasognized by various international and
regional treaties and/or conventions. However, teskinologies developed and the treatment
of personal data with computers led to new chabbsndhe notion of the right to privacy
seemed to be too wide to efficiently deal with thesw issues. In the 1970's some European
countries adopted new statutes particularly comueatth privacy and informatics. The Land
of Hessen in Germany was the first in Europe topadoch a statute in 1970. Sweden and
France respectively in 1973 and 1978 came latenmse still among the first European
countries to deal with such new issues.

From this time ,data protection” has been increglyimised to define the sub-part of privacy
dealing especially with informatics. However, pgyaand data protection were still
considered as a protection against the State. tHerErench example is particularly relevant.
In the early 1970's the French government wantedréate a new informational system.
This project relied on the idea of identifying eaitizen with a unique number giving access
to all his/her data coming from different admiragions (social security, ministry of home
affairs, etc.). It came to an end and later onlarogovernment decided to adopt a new statute
dealing with informatics, files and freedoms. Thiatute was designed to provide the citizens
with certain rights against the State such as iji® to access data, or the right to modify
incorreacgt data. A national committee responsible ifdormatics and freedoms was also
created”.

In 1980 the Organization for Economic Co-operataomd Development (OECD) issued a
general guidance note on the Protection of Privawg Transborder Flows of Personal
Data®which indicated a few core principles to protedvacy and personal data. One should
mention that these guidelines are not binding stheg are considered soft-law. A year later
the Council of Europe issued the Convention forRhetection of Individuals with regard to
Automatic Processing of Personal Data, also knownthe Convention no. 188 The

convention explains that its purpose is “to sedarghe territory of each Party for every
individual, whatever his nationality or residencespect for his rights and fundamental

2 |nternational Covenant on Civil and Political Riglof 1966. Art. 17(1).

29 Commission National de I'lnformatique et des Ligsr({ CNIL)

%0 OECD Guidelines on the Protection of Privacy ananEborder Flows of Personal Data. Paris 1980.

31 Convention for the Protection of Individuals wittgard to Automatic Processing of Personal DatasBourg
1981.
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freedoms, and in particular his right to privacyithwregard to automatic processing of
personal data relating to him ("data protectiori®).”

Until now it has been the only international conv@m dealing specifically with data
protection. When it was adopted by the Council ofdpe Internet did not exist (at least not
in its present shape) so the Convention did na ilakito account.

As far as European Union is concerned, the firgt @ importance related to data protection
was the European Directive 95/46/8CAs the directive points it out, the main goalrized

to Member States is to “protect the fundamentdita@nd freedoms of natural persons, and in
particular their right to privacy with respect teetprocessing of personal dafa.”

The Directive defines “personal data” as “any infation relating to an identified or
identifiable natural person (“data subject™); ashentifiable person is one who can be
identified, directly or indirectly, in particularybreference to an identification number or to
one or more factors specific to his physical, pblggjical, mental, economic, cultural or
social identity®.

This definition is wide enough and seems to incladet of different situations. It is “any”
information connected with an “identified” as welt “identifiable” natural person. This
person can be identified “directly” as well as ‘iirettly” with different factors connected
with various aspects of his/her identity. The défim provided by the directive seems to
encompass many possibilities. E-mail addresses I@nfnternet Protocol) addresses are
sometimes regarded as personal data. Moreoverhsengines such as Google retain search
queries of users. A single search query usually aa¢ give information about one's identity,
but compiling hundreds or thousands of them amotanésreal user profiling and is likely to
give quite a precise idea of one's identity. Thesfjon then arises whether users' profiles
(created for the purposes of behavioral targetog)d be regarded as personal data. Are they
tantamount to the notion of ,any information” cantd in the directive? It seems that if such
a profile is linked to one's account on a given sieh then the information about that user's
search history might also be considered persortal da

Quite a few important principles regarding persodala processing are contained in this
directive. Different provisions give an efficientamework to data processing. Certain
conditions have to be met in order to carry on gataessing, e.g. the data subject has
unambiguously given his consent to data procedsamyl the data subject has to be informed
by thg7 data controller about their right to accessdify and erase personal data concerning
them?".

The Directive 95/46/EC also created a Working Partythe Protection of Individuals with
regard to the Processing of Personal Babso known as G29. This institution gathers ail th
Member States’ authorities responsible for datagetemn and takes common positions.

2 |pid. Art. 1.

% Directive 95/46/EC of the European Parliament afifhe Council of 24 October 1995 on the protectién
individuals with regard to the processing of peeatata and on the free movement of such data.

*Ibid. Art. 1.

* |bid. Art. 2(a).

% |bid. Art. 7(a).

%" Ibid. Art. 10.

* Ibid. Art. 29.
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Another European Directive concerning personal deés adopted in 1997, namely the
Directive 97/66/E€’. One should also mention the Charter of FundarhéRights of the
European Union. Though proclaimed in 2000, the &nharame into force only on December
2009, together with the Treaty of Lisbon. In thea@#r, there is a distinction between privacy
and protection of personal data Art. 8 of the Gitaigads as follows:

1. Everyone has the right to the protection of peas data concerning him or her.

2. Such data must be processed fairly for specpi@ghoses and on the basis of the
consent of the person concerned or some othelnegé basis laid down by law.
Everyone has the right of access to data whichblkeas collected concerning him or
her, and the right to have it rectified.

3. Compliance with these rules shall be subjecbtdrol by an independent authority.

Even if such a shift appeared already in late 19&0d in early 1980's, the Internet probably
played a significant role in distinguishing betweprivacy and data protection. When
the Charter was drafted in late 1990's, its draffgobably had in mind what twenty or thirty
years before nobody would have considered pos§iblehat regards the development of new
technologies and especially the Internet, and thlution stemming from it as far as
personal data are treated).

The directive 2002/58/E¥, also known as e-privacy directive was adoptethte the treats
to privacy posed the Internet. This directive hagsrbmodified in 2009 so as to take into
account new developments, but also to eliminateesointhe original shortcomings.

In Art. 5, the e-privacy Directive guarantees thenfaentiality of communications.
Surveillance and of communications and relatedit¢rdfta is prohibited, unless with a user’s
consent or unless it is legally authorized. Art3)5¢egulates storing of and access to
information stored in user’s terminal equipmeng(eookie files stored by user’'s browser).
Such storing is only permissible when the “userceoned has given his or her consent,
having been provided with clear and comprehensii@rmation, in accordance with
Directive 95/46/EC, inter alia, about the purposéghe processing”. It may therefore be
concluded that cookie use is conditional on usef@med consent. Whether a vague “cookie
notice” in a website’s terms and conditions is efoto count as “clear and comprehensive
information” is certainly debatable.

The evolution of personal data protection couldséen from different angles. On one hand,
personal data protection arose with the developroémtformatics in the 1970's and in the
1980's. It developed first on national levels befdyeing recognized by international
conventions such as the Convention no. 108 of than€l of Europe, but also by the

European law in numerous directives and an explietognition in the Charter of

Fundamental Rights. However, one cannot assetrtpigraonal data protection is no more
connected with the general right to privacy. laisub-part of it which has its own rules and
specificities, but still personal data protectisnai part of the right to privacy. On the other
hand, personal data protection has undergone #isagm evolution within the last thirty

years. Coming from a general right to privacy rstfiaimed at protecting citizens against
violations committed by the State. Personal datdeption now seems increasingly to be a

% Directive 97/66/EC of the European Parliament ahdhe Council of 15 December 1997 concerning the
processing of personal data and the protectiomiedqy in the telecommunications sector.

“0 Directive 2002/58/EC of 12 July 2002 concerning pinocessing of personal data and the protectigmigdcy

in the electronic communications sector (Directiveprivacy and electronic communications).
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safeguard provided for citizens not only against$tate and its infringements on privacy, but
also, and maybe foremost, against private entiteegntly especially providers of services on
the Internet. Personal data protection thus advhfroen a vertical relationship between the
State and its citizens towards a theoretical hotalcone between private parties. We will see
later why such a horizontal relationship is notessarily horizontal or at least equal.

Consumer Protection

Some scholaf$ have compared the current situation for the Irteemd its regulation with
the development of consumer protection. The magéa idn which this analogy relies is to
follow the same way in regulating the Internet s bne which governed when lawyers
started regulating mass consumption. One of the siatilarities is probably the situation of
mass consumption at the beginning of the 20th cgrdnd that of the Internet today. As
Benjamin R. Sachs points out ,Today, the new jungleot an economy of industry but one
of information, a place where telecommunicationsehahanged the way services reach
today’s consumers in much the same way that theadi changed the way goods reached
consumers of the 19004’ Faced with new situations do we necessarily mesd solutions?
According to Sachs, consumer protection can appih¢ new issues rising on the Internet.
Indeed users of the Internet, while surfing, areerofconsumers whereas service providers
seem to be real entrepreneurs. With the beginningnass consumption we faced the
development of big companies which were unable,abad unwilling to bargain with each
consumer while selling a good or a service. Theeetbere was an inequality in the process
of bargaining between consumers and entreprenéulidesion contracts are probably a
significant symbol of such a relationship. SusaGidin argued that privacy policies on the
Internet bear the comparison with adhesion cordffacindeed privacy policies are often
required to be read before accessing a websitey Thetain some details about the way
personal data of the user/consumer are going tesbd. However, these privacy policies are
rarely read by users/consumers. Susan E. Ginditeguorecent survey of the University of
California in her article explaining why privacy lmdes are ineffective. It would be because
of the following reasons:

() Privacy policies are too difficult to read,;
(2) [P]rivacy policies lead consumers to believat tineir privacy is protected.

Even if they could understand them, the amouninoé trequired to read privacy policies is
too great. A 2008 study estimated that if usersialst read privacy policies, it would take
approximately 200 hours a year to read the poliryevery unique website visited in a year,
not to mention updated policies for sites visitedaorepeating bagfs This kind of behavior
has been called ,click-happiness” when users justtwo use a new website or download a
new program. According to Susan E. Gindin, thifofemost due to a “lack of awarene®s”

! e.g. Benjamin R. Sachs, Susan E. Gindin (see helow

*2 3achs, Benjamin RConsumerisnand Information Privacy: How Upton Sinclair Can Ag&ave Us From
OurselvesVirginia Law Review 2009. Vol. 95. P 207.

*3 Gindin, Susan ENobody reads you Privacy Policy or Online Contraciasons Learned and Questions
Raised by the FTC's Action Against Seafsrthwestern Journal of Technology and IntellatRroperty 2009.
Vol. 8. No 1. P 14.

“ |bid. P 21. Susan E. Gindin quotes the following refeee WNIVv. OF CAL. BERKELEY, SCHOOL OF
INFORMATION, KNOWPRIVACY 11 (June 1, 2009) (emphasis in original)available at
http://knowprivacy.org/report/KnowPrivacy Final_Reppdf.

**Ibid. P 36.
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Should we agree with Benjamin R. Sachs’s opinion:"idatter how careful users are, it
seems that only internet abstinence can guarante®imers’ privacy™®

According to Susan E. Gindin this is not specificalonnected with the Internet since she
observed that ,[clonsumers have signed contracthowt reading them for decadés”
However, the question is not to know whether a usads privacy policy before agreeing to
the general terms of use. The question is whethieedconsumer had the possibility to read it
before agreeing. Usually, if a privacy policy wasidable prior to the agreement, it does not
matter to know whether the user read it. It is bigdike a normal contract if all information
was available. However, some cases showed thategmoviders/entrepreneurs made their
privacy policies available only after the subsadptof the user/consumer. Applying basic
rules of consumer protection to the Internet caailsb solve questionable issues as far as
contracts are concerned. This is already what hepipethe United States especially thanks to
the Federal Trade Commission (FTC). It has to #etl consumer protection and has been
increasingly faced with Internet-related problenmsl @ahe right to the privacy seen from a
contractual angle. The FTC can apply to privacyiges rules coming from the consumer
protection such as for example: “Where the othetyplaas reason to believe that the party
manifesting such assent would not do so if he ktieat the writing contained a particular
term, the term is not part of the agreem&htOne could imagine the same reasoning for a
privacy policy. A particularly unfavorable term ddiprobably deter the user/consumer from
agreeing to such a contract if they knew about it.

Such issues arose with some tracking applicatiomshwtracked users for commercial and
advertising purposes. These applications are abl@rofile users’ needs or desires by
analyzing their researches on search enginesadsléo the distinction between the “opt-out”
and’opt-in” clauses in website’s terms. There is“@pt-out” clause when a user is able to
withdraw their consent to a particular privacy isett But in the case of an “opt-out” there is a
default setting which usually is not favorable ke tuser's privacy. They can modify it but
they are often not informed about the possibildyopt out. On the contrary, an “opt-in”
clause describes a situation where a setting coechegith the user's privacy needs their
direct and positive agreement. As far as privaay personal data protection are concerned,
the model based on “opt-in” clauses would be moremiant with consumer protection that
the model based on the “opt-outs”.

Another interesting comparison between mass consomand the Internet is the concept of
product labeling. From the beginning of thé"2&entury, food law regulated the labeling of
products according to specific rules connected wgtlity, geographical origin and
traditions. There are also some short notices rlikigition labels, providing consumers with
understandable information. As Susan E. Gindin chaten her article, a few scholars are
advocating the idea of such “labels” for websiteider to give to consumers a basic idea
about which data would be collected about them fandvhat purpos®. Actually, as the
survey conducted by the Berkeley University showedacy policies are often too long to be
read by users, a short notice on top of a pagedqoavide users with a general idea of the
website's privacy policy.

6 SachsConsumerism and Information Privacy P. 231.
7 Gindin: Nobody reads.. P 22.

*®bid. P 15.

*bid. P 27.
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Faced with these new challenges, some companiessatutions adopt self-regulatory
principles for the Internet as far as privacy aretspnal data protection are concerned.
Benjamin R. Sachs advocates something totally newan concerning data protection: a
,general tort liability for breach of informatiorripacy”®, still bearing in mind the lessons of
consumer protection. The newest idea of this génerawould have a very wide scope of
application. Benjamin R. Sachs thus explains:"To@pse of the tort, therefore, should cover
any entity, whether corporate or individual, thed\pdes goods or services and in the process
digitally stores personal and identifying infornueti®>*. Such a general tort would probably
deeply modify the current notion of information yaacy and contribute to a horizontal
application of personal data protection.

*0 SachsConsumerism and Information Privacy P. 239-250.
*!bid. P 240.
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Positive Obligations of the State

Should the protection of private information by smral data and consumer legislation prove
insufficient, do the users have any other recourd®uoting the fundamental right to privacy
seems plausible, though it should be remembereaditthapplicability to relations between
private parties is problematic.

European Convention on Human Rights Framework

The idea of negative obligations of the state leement in the European Convention of Human
Rights and it basically implies that a state shaetlain from certain actions, or, in other
words, should not interfere in the exercise of amental right¥. Positive obligations, on the
other hand, entail a duty of a state to “interverd’e. to provide appropriate legislation to
“secure to everyone within their jurisdiction thghts and freedoms defined in Section | of
this Convention” (Art. 1 of the European Convenjiofihat idea was first brought up in the
Belgian linguistic casg, but it was stated in a more straightforward mamméheAirey case:
“The Convention is intended to guarantee not righgs are theoretical or illusory but rights
that are practical and effective’”

The Court also ruled that states shall “ensuretti@tright of persons under their jurisdiction
to their image is respected by third parties, idirlg journalists.® This case\on Hannover

v. Germany’) actually concerned the Princess Caroline of Mondte pictures containing
details of her private life were published in Gemmess. The Court said that the German
state ought to clarify its legislation regarding tbrivacy of public figures. This judgment is
particularly interesting as it imposes upon a statlity to regulate relations between private
parties (here: the extent to which privacy of palffijures may be intruded by journalists).

Another notable case, and particularly importanthis study as it concerns privacy on the
Internet, is thek.U. v. Finland’ judgment. The facts of the case are the followBamneone
put an ad of a twelve-year old boy on an Interreding site. The ad contained the boy’s
picture, age, a detailed description of his physitaracteristics and an information that the
boy was looking for an intimate relationship withay of his age or older. The boy was thus
exposed to receiving unwanted messages, also femtophiles. The boy’s father asked the
police to identify the person who put the ad onboethat he could bring charges against that
person. But the Internet service provider refugedeteal that information, citing its duty to
ensure confidentiality of telecommunications. Sgjosaitly the national courts found that
there was no relevant provision in Finnish legislatvhich would allow for disclosure of that
person’s identity.

*2 Akandiji-Kombe, Jean-FrangoBpsitive Obligations under the European ConventiorHuman Rights
Human rights handbook no. 7. Council of Europeastiourg 2007. P 5.

>3 ECHR caséRelating to Certain Aspects of the Laws on the bfkanguages in Education in Belgium" v.
Belgium(No 1474/62; 1677/62; 1691/62; 1769/63; 1994/626164).

> ECHR casd\irey v. Ireland(No. 6289/73).

% Akandji-Kombe:Positive Obligations..P 39.

% ECHR case&on Hannover v. Germar{i{o. 59320/00).

*" ECHR cas&.U. v. Finland(No. 2872/02).

16



The Court decided that in this case, sufficienttggtion of one’s privacy was not provided,
because the applicant had no legal means to pthieugrong that was committed against him
and no possibility of redress. The Court reiteratest “although the object of Article 8 is

essentially to protect the individual against adit interference by the public authorities, it
does not merely compel the State to abstain frooh soterference: in addition to this

primarily negative undertaking, there may be pesitobligations inherent in an effective

respect for private or family life” (para 42). TR®urt goes on to say that “[tjhese obligations
may involve the adoption of measures designed ¢areerespect for private life even in the
sphere of the relations of individuals between thelwes.” (para 43). Thus, the Court
recognizes the idea that the Convention may bedatly held to regulate relations between
private parties.

The decision also states that the exact natureat#’s obligation to ensure respect for private
life depends on the circumstances of the casewBBhitrespect to this particular situation, the
Court concluded that “practical and effective pctittn of the applicant required that

effective steps be taken to identify and prosedhee perpetrator, that is, the person who
placed the advertisement. In the instant case gratection was not afforded.” (para 49).

The theory of positive obligations of the stateth® notion that allows for horizontal
application of the European Convention of HumanhRiglt shall be nevertheless noted that
within the ECHR framework, fundamental rights regal relations between private parties
only indirectly. Obviously, one cannot bring aniactagainst a private entity before the
Strasbourg Court. Neither can any infringement pfavision of the Convention by a private
party result in ruling against a state. That pevantity’s infringing act has to be regarded as
originating from the state’s failure to sufficieptbrotect given basic rigft i.e. it would not
have occurred if appropriate legislation was ircéor

It should also be noted that a decision findindadess failure to regulate a given field bears
more significant consequences than that findingate's improper interference. The former
imposes a duty to enact legislation that would nieetrequirements of adequate fundamental
rights protection (while the latter only requirésit the state just repeal regulations that are at
variance with the Conventiot)

Applying the theory of positive obligations to Intet privacy would therefore entail proving
that: (i) privacy infringements committed by centdCT companies are so substantial that
they amount to fundamental right’'s breach, andtl{g) state ought to have regulated this field
in order to prevent privacy infringements.

%8 Akandji-Kombe:Positive Obligations..P 14.
%9 Delmas-Marty, Mireille (ed.)The European Convention for the Protection of HurRéghts: international
protection versus national restrictionlartinus Nijhoff Publisher. 1992. P 92.
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Jurisprudence of the European Court of Justice

One of the most notable cases concerning horizamplication of fundamental rights and
fundamental freedoms was thiéking Lin€° judgment. Viking Line was a Finnish shipping
company that operated on the route between HelamdkiTallinn. The company informed its
workers that it intended to reflag its vessel urtherEstonian flag so that it could enter into a
new collective agreement with their workers basedEstonian labor law. The Finnish
workers were members of a trade union affiliatethwie International Transport Workers’
Federation (ITF), which requested its affiliateEstonia not to hold talks with Viking Line.
Also, ITF announced its intention to strike if axneollective agreement (proposed by ITF
under Finnish labor regulations) with Viking Linesployees was not concluded.

Viking Line decided to bring an action against IT&ising the argument of infringement of
its freedom of establishment. ITF, in turn, invokid right to take collective action.

Thus, the Court had to decide whether the fundasmhdreedom of establishment could be
relied upon by a private party in an action agaamsither private party. The Court reaffirmed
“that the fact that certain provisions of the Tyeate formally addressed to the Member
States does not prevent rights from being confeatettie same time on any individual who
has an interest in compliance with the obligatitnss laid down” (para 58). Thus, the ECJ
stated that provisions pertaining to fundamentaédioms are to be observed not only by
Member States, but also by private actors. Consgtylethe Court confirmed that (in
exceptional situations) bringing a claim based wmdfmental freedoms infringement against
a private party is permissible under the Treaty.

The Court also underlined that fundamental rightenfan integral of the general principles of
Community law, but “the exercise of that right magne the less be subject to certain
restrictions” (para 44).

Whether the logic of horizontal application of famdental freedoms can be applied to
fundamental rights is obviously a controversial gjig. As it was noted before, obligations
resulting from fundamental rights are primarily eek$ed to state actors. It is the duty of a
given state to ensure that its legislation is infoomity with basic rights and that sufficient
protection is afforded to all persons within itsigdiction. If such protection is lacking, the
established way to obtain it leads through therhebpositive state obligations, i.e. an action
against a state has to be commenced, allegingatessfailure to guarantee one’s basic rights
on a proper level. Needless to say — this is thg leay.

In order to argue in favor of the horizontal apalion of fundamental rights, one should first
of all bear in mind that the European Court of idestemphasized the significance of
fundamental rights protection within the EU legalder on numerous occasions.
“Fundamental rights are one of the organising @pies of the EU legal order. It can thus be
argued that it is the commitment of this legal orbeensure that those rights are effectively
protected regardless of whether the source of thelation is private or public conduct™

%0 ECJ case C-438/0fnternational Transport Workers’ Federation and Rish Seamen’s Uniown Viking Line
ABP and OU Viking Line Eesti

®1 Krzeminska-Vamvaka, Joanrdorizontal effect of fundamental rights and freedormuch ado about
nothing? German, Polish and EU theiries comparddrafiking Line Jean Monnet Working Paper 11/09. P 51.
http://centers.law.nyu.edu/jeanmonnet/papers/04/09.html[retrieved: Apr 26, 2010].
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Another argument justifying the application of famdental rights between private parties is
that the classical approach to horizontal and e@rtielations has been recently called in to
guestion. Due account has to be taken of the temeensuch as globalization and
privatization, and the fact that certain non-staigors (especially large multinational
corporations) influence people’s lives in a manoéen comparable to that of stdfes
Therefore, a claim that such non-state actors shbal subject to scrutiny akin to that to
which states have to submit, is not entirely unfiech

All in all, it seems that the possibility of ECJthorizing the horizontal application of
fundamental rights between private parties is ottty inconceivable.

62 Lansineva, Pekk&undamental Rights, Privatization and Private PowRaper presented during tH 7
World Congress of the International AssociatiorCohstitutional Law (IACL). Athens, June 11-15, 2007
http://www.enelsyn.gr/papers/wl0/Paper by Pekkaslrava.pdfretrieved: Apr 27, 2010].
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Conclusions

There is hardly any doubt that one’s privacy is asqul to a far greater threat in the
Information Age than ever before. It also seemsubkars should be better informed about the
privacy risks they may encounter when using therimt. It is noteworthy such privacy
infringements are often blamable on non-state actor

The right to privacy online is partly guaranteecbtigh personal data protection legislation.
Throughout the years, we have seen an evolutiopes$onal data regulations. In the
beginning the goal was to protect individuals agaabuse of power by state authorities. But
as more and more private entities began collediggificant amounts of personal data, the
duty to protect it was extended to those privateigg Of course in this case the horizontal
effect of personal data protection was achievedreoty as relevant legislation was first

enacted that imposed certain obligations concerpegonal data protection upon private
entities.

The situation of Internet users can also be contpatth that of consumers (especially that
most Internet users would qualify as consumersgnBhough consumers and entrepreneurs
both belong to the group of private subjects, amdheir situation should theoretically be
equal, modern legal systems recognize the disperitile consumer-entrepreneur relations.
Obviously a consumer is the weaker party, and thsproportion is corrected by the
consumer protection legislation. It seems thatwieaker position of an Internet user should
also be recognized.

The above-mentioned observations could also senverguments for a wider application of
the fundamental right to privacy. The European €oftiHuman Rights allows it thanks to the
theory of positive obligations of the state. Thedpean Court of Justice recognized the direct
horizontal applicability of fundamental freedomsaking into account the growing
importance of certain non-state actors, the claksipproach to fundamental rights might
seem outdated. Especially that legal systems nbmwnathat even in relation between private
parties, some of them are in a dominant position.

The question of horizontal application of fundanaémights is of course debatable. But one
should bear in mind the rapid evolution of the nradevorld, and the tendencies of
globalization or privatization. ,Political, sociadnd economic changes entail the recognition
of new rights, and the common law, in its etermaltir, grows to meet the new demands of
society.”®® One might just as well imagine that besides neghtsi, such changes would bring
about an updated model of their application.

8 Warren, Samuel and Brandeis, Lodise Right to PrivacyHarvard Law Review 1890. Vol. IV. No. 5.
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